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IP Networking for Security: Network Protocols Course Outline
Course Time: 1 Hour

Course Description

In this module, we will be discussing details of the various protocols you are likely to encounter when installing and maintaining security and life safety systems on a network.

When you complete this course, you should be able to do the following:

· Ascertain how IP addresses are managed and distributed to end users.
· Compare and contrast IPv4 and IPv6 protocols.
· Search for and identify device IP addresses.
· Search for and identify device MAC addresses.
· Understand and interpret subnets on a network.
· Identify protocols you may encounter in the field.
Course Outline
· Network Protocols
· IP
· IPv4
· IPv6
· DNS
· SNMP

· TCP / UDP

· FTP

· Link Layer Protocols

· PPP
· Point-to-Point protocol is a standard TCP/IP protocol used in dial-up networking between modems

· ATM
· High-speed standard used in data and voice communication

· Token Ring
· Data Link Technology
· Designed for LANs
· Alternative to Ethernet

· Frame Relay
· Designed for WANs
· Works over fiber optic and ISDN

· FireWire
· High-speed serial networking standard for connecting nearby computers or peripherals like video cameras

· Network Addressing

· IP Addresses

· DHCP

· Subnets

· Subnet Mask

· MAC Addresses
