SCHEDULE A ADDENDUM TO THE
SERVICE LEVEL AGREEMENT BETWEEN THE NETWORK
AND UTAH DEPARTMENT OF PUBLIC SAFETY

This document will serve as the latest Schedule A addendum to the Service Level Agreement
with the Network, e-Utah, adding additional Ulash Department of Public Safety (DPS) transactions or
services to the Network, subject to Board approval.

Proposed Service: ""Utah Criminal Justice Information System™ (UCJIS)

AGREEMENTS

1. Transaction By the Nelwork Manager Department of Public Safety, authorizes the Network
Munager, 1o enable electronic searching of specified databases for law enforcement, in
accordance with this Agreement. Deseription of Service is as follows:

This service will allow law enforeement to log into a specified web page where they will
be able to enter search crileria once to query multiple information sources i.e. ... Driver
License, NCIC, NLETS, Warranls, Prolective Orders elc...

An officer having minimal informalion, may successfully search muitiple data sources
by using the application Lo retrieve and “complele” the search criteria required by each
of the systems he/she may want o search. The officer enters information once as the
initial criteria. This criterion is “added upon™ as results are retrieved. Additional

systems are in turn queried in order as the required criteria are developed.

UCIIS is “dynamic” in its presenlation to the user. Each user has a unique ID and
pagsword with associaled “permissions”. The search options and available data sources
differ from one user to the other based upcn hisfher access permissions.
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Record Classification and User Access Department of Public Safety represents to the Networl
Manager the record classification: Private Records

The Network Manager cerlifies that they will offer the following securily and authorization for
access Lo the application outlined above:

All online transactions for this service are conducted through a secure server using a
Secure Sockel Layer (SSL) connection. This lechnology ensures secure data
transmission and uses a slandard public-and-private key encryplion system thal encrypts
the request and the private record data. The dala remains encrypled throughout
ransmission until it is safely received within the confines of the SSL where it is
decrypted and pracessed. This SSL connection will exist between the Network and
Department of Public Safety as well as between the Network and the User. In addition a
network socket (sender / listener) protocol forms, sends, and interprets query and search
resulls data streams.

3. Record Supply Costs and Compuler Programs. The Network Manager shall be responsible for
costs and expenses in providing secure electronic transactions to Users, including without
limitation, the cost for purchasing or developing and mainlaining all programs used 1o interface
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with the Department of Public Safety compuler programs. Computer programs used by the
Network Manager shall:

a. Protect informaltion from unauthorized access;

b. Suppty services to Users on a timely basis in an accurale, understandable
and logical formal acceptable to Department of Public Safety;

c. Be tested by the Network Manager and protolyped for Department of Public
Safety’s review and approval before it is offered Lo the public.

Use messages. If required by Department of Public Salety, the Network Manager shall cause the
Network to require Users to signify online that they will comply with any restriclion on use of the
records required by law, as amended from time 1o time. Such user agreement will be in the form
of a use message displayed online, with a required posilive response (which is captured in a log
file) prior to the User being permitted to further search or view the record.

Subscriber Agreements. This service shall not require subscriber agreements.

Transaction Logs, Department of Public Safety shall have access to the Network's Transaction
Log for the purpose of auditing the colleclion and/ar dissemination of Department of Public
Safely’s transaction records. Unless otherwise specified by Department of Public Salety, this Log
shatl contain the following data: User name, transaction request and Lime and type of
inquiry/transaction.

Payment and Collection.

A Nelwork Charge is not requested for Unified Law Enforcement application. A subscription 1o
the Network would nol be required to access this application.

a, Collectjon: The total cost Lo users for this service shall be set by Department of Public
Salety. The Network Manager shall be responsible for the processing of request from
Users according to the chart below. No additional amounts may be charged by the
Network Manager for the identified services withoul the prior writlen agreement of the
Department of Public Safety and the Network Board.

Agency/Project/ Priority Registration Fee Network Charge Tatal
1.) Vendor Registration $0.00 $0.00 $0.00
b. Pavment: This service will not involve collection or remittance of any fees o

the Depariment of Public Safety.

Records and Finances. All Network documents and records maintained by the Network Manager
relating Lo Department of Public Safety records shall be available lor inspection, auditing and
copying by the Department of Public Satety or other authorized representatives.

Efficiency Gain Calculation. The Depariment of Public Safety and the Network will establish

baseline functionality and efficiency both prior to making the enhanced service available and
after the service is made available Lo estlimate the cost savings or value add of offering this
service on line.
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IN WITNESS WHEREOF, the parties herelo have caused this instrument to be executed by their
duly authorized officials or officers.

[ Department of Public Safety ‘l

By Date

The Nelwork

By Dale
Richard L. Brown, General Manager

The Board —[

By Dale
Alan Sherwood, Chair




