DEU~Z1-Us WED 01:27 PH OFFICE THE LT GOVERNOR FAX NO. 8015381133

AMENDMENT TO SERVICE LEVEL AGREEMENT

This Amendment (“Amendment”) is entered into as of the 215t day of December 2005,
and amends the Service Level Agreement entitled, “Scrvice Level Agreement between
Utah Intcractive and the Utah Lieutenant Governor’s Office™ and dated 5/29/2001 and
Any previous amendments thereto (the “Service Level Agreement™) by and between Utah
Interactive (“Network Manager” or “NETWORK MANAGER”) and Lt. Governor’s Office
(“Agency”).

WITNESSETHN:

WHEREAS, Network Manager and Agency desire to amend the Service Level
Agrement to include provisions mandated by the current requirements of the Payment Card
Industry’s Data Sccurity Standards (“the DSS™); and

WHEREAS, the partics desire to provide for a simple and effective mechanism to
accomplish further amendments that may be made necessary by further standards
promulgated by the Payment Card Industry;

NOW, THEREFORE, NETWORK MANAGER AND AGENCY agree to amend the
Service Level Agreement as follows:

L. Definitions,

A “Acquirer” means a Member that initiates and maintains rclationships with
merchants that accepl Visa or MasterCard cards.

b. “Cardholder Data™ mcans all personally identifiable data about the cardholder
and rclationship to the Member (i.e., account pumber, expiration date, data
provided by the. member, other eclectronic data gathered by the
merchant/agent, magnetic stripe data, etc.). This term also accounts for other
personal insights gathered about the cardbolder, i.e., addresscs, telephone
nurnbers, ¢ic..

¢. “CVC2/CVV2" means the three-digit value printed on the signature pancl of
a payment card used to verify card-not-present transactions. On a

MasterCard payment card this is called CYC2. On a Visa payment card this
is called CVV2,

d. “Encryption” means the process of converting information into a form
unintelligible to anyone except holders of a specific cryptographic key. Use
of encryption protects information against unauthorized disclosure between
the encryption process and the decryption proccess (the inverse of encryption),

¢. “Encryption key” means a value applicd using an algorithm to uncncrypted
text to produce encrypted text,
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“Magneiic stripe data” means data encoded in the magnetic stripe on a
payment card that is used for authorization during a card-present transaction.

“Member” means a member of a bankcard association, such as a Bank or
Credit Union, through which a MasterCard, Visa or Discover payment card is
issued.

“Merchant” mecans NETWORK MANAGER as it stores, transmits or
processes cardholder data for purposes of performing its obligations to
complete porlal uscrs’ payments for authorized transactions under the Service
Level Agreement.

“Sensitive cardholder data™ means data whose unauthorized disclosure may
be used to facilitate a fraudulent transaction, It includes the account number,
magnetic stripe data, CVC2/CVV2 and cxpiration date.

2. PURPOSE OF THIS AMENDMENT, The purpose of this Amendment is to
address requirements mandated by the DSS and thus, the Service Level Agreement is
amended to include the following provisions:

a.

b.

If the Agency has access to cardholder data, it agrees it will adhere to the
requirements of the DSS,

If the Agency has access to cardholder data, the Agency acknowledges it is
responsible for security of the cardholder data in its possession, in accordance
with the DSS.

Agency acknowledges that ownership of cardholder data resides with either
Payment Card brand, Acquirer, or Merchant, but does not reside with
Agency. Agency further acknowledges that such data can ONLY be used by
Agency for assisting the Payment Card brand, the Acquirer or Merchant in
completing a transaction, supporting a loyalty program, providing fraud
control services, or for others uses specifically required by law.

Agcncy agrees that it will provide business continuity for its operations that
involve Cardholder data, in the event of a major disruption, disaster or
failure. .

In the cvent of a security intrusion involving Agency, Agency agrees that any
Fayment Card Industry representative, or a Payment Card Industry approved
third party, or NETWORK MANAGER or a designated representativc of
NETWORK MANAGER, will be provided with full cooperation and access
by Agency, as they seek to conduct a thorough security review, including a
review of Agency’s operations involving Cardholder data. . The purposc of
the review will be to validate compliance with the DSS for protecting
Cardholder data.

Agency agrees to continue 1o treat Cardholder data as confidential following
termination of the Service Level Agreement until it is properly destroyed
following the required retention period,

Agency agrees that if Agency is perinitted or required to store Sensitive
Cardholder data under this Service Level Agreement, it must render the
Sensitive Cardholder data unreadable by encryption anywhere it is stored
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(including data on portable media, backup media, in logs, and data reccived
from or stored by wireless networks).

h, Agency further aprees that if Agency has Encryption Keys, it must protect
them against both disclosure and misuse by (1) restricting access to keys to
the fewest number of custodians necessary; and (2) by storing keys securcly
in the fewest possible locations and forms, and (3) in accordance with
security practices that meet or exceed indusiry standard.

3. All other terms and conditions of the Service Level Agreement remain in full force and
effect and are hereby affirmed, together with any amendments that may have been mutually
agreed before the date of this Amendment.

4. This Amendment may be cxecuted in several counterparts, all of which taken together
shall constitute a single agreement between the parties. The required, authorized signatures
on this Amendment may be either an original signature or a facsimile signature of the person
authorized to sipn the Amendment. All authorized facsimile signatures shall have the same
force and effect as an original signature.

5. In the event that future data security standards or proccdures in addition to those in (his
Amendment arc promulgated and required or recommended by the Payment Card Indusiry,
the parties agrec that such further and future data security standards or procedurcs may be
incorporated into this Service Level Agrcement by a letter of notification from NETWORK
MANAGER or one of its affiliated companies, to Agency, upon which Agency will be
required to note, by signature of an authorized agent upon such letter returned to NETWORK
MANAGER, its acknowledgement and agreement to such further data security standards or
procedures,

IN WITNESS WHEREOF, NETWORK MANAGER and Agency have caused this
Amendment to be signed and delivered by their duly authorized representatives as of the datc
first set forth ahove.

“AGENCY” “NETWORK MANAGER NAME™”
Signea:%%z:: Coiie St
Print Name__Michae! J. Cragun CARLIE Geo T

Title Director Gerieacll e S ¢ a=

Date __21 December 2005 | -2~ 6




veu—21-Uv Wel 01027 PH - OFFICE THE LT GOVERNOR FAX NO. 8016381133 P. 01

STATE oF UTAH

JON M. HUNTSMAN, JR, OFFICE OF THE GOVERNOR GarYy R, HERBERT
GoveRnon SALT LAKE CITY, UTAH LIEUTENANT GoveRneR
84tl4-2220

Fax Transmission

ro: [\ (JXIAUMJ\‘ ’\Z\% Fax Numbc@ Q‘) 13- 02 5>
From: Lieutenant Goyernor Gary R. Herbert Phone: (801) 538.1621 or

Ao Csglr e E028
Date: \{z{ 7. 1’ 05"

Stalf Member;

Notes:

The information contained in this facsimile transmission is privileged and confidentiul
and is intended only for the use of the recipient listed above, Jf you are neither the
intended recipient nor an agent of the recipient, please contact the ieutenant
Governor's Office ar (801) 538.1621.




